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Problem definition: Many companies face difficulties
on |T/OT inteqration ICNG has software issues: new trains

More trains stranded on high-speed r delayed for operatlon 2]
line (HSL) due to software failures 1

Boeing saved its new Starliner spaceship from
disaster. Here's how the mission unfolded and
' what it could mean for NASA astronauts.
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Research on IT/OT Asset Management

Increase visibility of IT/OT converged systems and to raise awareness
on the importance of maintainability of these systems.

How: *I
« 1) Software related failures: RAMS-extention

2
« 2) Develop IT/OT design guidelines @

b
« 3) Connect professionals: IT/OT Railway Game a—l




Why IT and OT are different: definitions

Information Technology (IT)
All the hardware and software that is used to control information. ‘t:‘ ORsn

Main aspect: Information availability

Operational Technology (OT)
All the hardware and software that is used to operate the s
rolling stock.

Main aspect: Reliable performance
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Difference between IT and OT in railways

physical
system




IT and Asset Management

Why (richten)?
« Asset management strategy (SAMP)

What (inrichten)?
« Asset management plan per asset type (AMP / LLP)

How & implementation (verrichten)?
« Planning and execution of the maintenance




Why this serious game? The IT/OT Railway Game
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To encourage learning about the challenges and opportunities of IT/OT
convergence when managing assets

For this research

As an artifact to learn about the challenges and opportunities of IT/OT
convergence on asset management in a controlled environment.
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